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Identity Theft and Fraud
Identity theft is a major threat to the security of 
websites and customers.  Online fraud such as 
phishing and spyware is being used to commit 
identity  theft.  Each  has  become  a  major 
concern to businesses hosting e-commerce and 
financial websites.

“Online fraud such as 

phishing and spyware is  

being used to commit identity 

theft.”

One  reason  identity  theft  continues  to  be  a 
problem  is  the  limited  security  checkpoints 
employed by websites.  The security of today's 
website is analogous to a combination lock:  full 
access  is  granted  to  anyone  who  knows  the 
secret  code.   This  limited  security  model, 
coupled with the anonymity and speed of the 
Internet, provides a fertile ground for fraud.

Kolnos' patent pending Eagleye combats these 
problems with an additional  layer  of  full-time 
security.   Eagleye continuously  and unobtrus-
ively monitors the behavior of website visitors 
to verify their identity.

The Kolnos Eagleye Approach
Just as your physical signature and fingerprints 
are characteristic of you, your online behavior 
also  forms  characteristic  patterns.   Eagleye 
continuously  and  unobtrusively  analyzes  an 
individual's behavior in concert with environmental 
settings to validate their identity every step of 
the way.

When  a  significant  difference  in  behavior  is 

detected,  Eagleye indicates  the  possibility  of 
unauthorized  access  to  the  website.  The 
response  to  a  fraudulent  user  is  entirely 
customizable.   For example,  the website may 
request additional  identification or restrict the 
user's access pending confirmation.

eCommerce Fraud Increasing
This  year  alone,  the  projected  losses  due  to
e-commerce  fraud  will  exceed  $2.8  billion, 
representing a significant proportion of the total 
consumer market.  As e-commerce losses have 
grown each year,  businesses had to  increase 
their expenditures to combat online fraud.

Not  only  have  businesses  and  customers 
sustained  financial  losses  but  unauthorized 
access to highly sensitive information poses a 
threat to national security.

The projected losses due to

e­commerce fraud will exceed 

$2.8 billion
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Kolnos Eagleye Features
Continuous Verification

A stolen identity typically grants a criminal 
full access to the individual's online account 
without additional security checks.  Eagleye 
validates the individual throughout the visit 
to mitigate identity theft.

Additional Identity Verification Layer
Authentication  barriers  such  as  passwords 
and  biometrics  are  subject  to  theft  and 
present  a  single  point  of  failure.   Eagleye 
adds an entirely separate security layer for 
identity  verification—an  essential  practice 
for website security.

Fault Isolation
In  the  event  that  unauthorized  access  is 
gained,  Eagleye quarantines  the  individual 
to one area.  Attempting to access another 
area  is  subject  to  additional  validation  by 
Eagleye.

Adjustable Security Level
Eagleye's  fidelity can be synchronized with 
the  sensitivity  of  the  website's  data.   This 
provides  an  effective  balance  between 
security and convenience.

Customizable Response to Fraud
The action taken in response to a fraud alert 
is  entirely customizable.   For example,  the 
website may request additional identification 
or  restrict  the  user's  access  pending 
confirmation.

Anonymous by Design
Eagleye does not receive any confidential or 
personally  identifiable  information.   This 
protects the existing security and privacy of 
the website and its customers.

Zero Imposition
• Negligible performance impact
• Entirely transparent to the customer
• Straightforward website integration

Low Risk
Eagleye's  backseat  approach  to  identity 
verification results  in  very  low deployment 
risk.   Other  factors  which  drive  risk  down 
include:
• Eagleye complements a website's existing 

security infrastructure; it does not replace 
or compromise it.

• Eagleye can be disabled at any time.
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